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Compatible AES-128 \AES-192 ,AES-256 Serial AES
Encryption and Decryption Circuit Design

HAN Shao-nan, LI Xiao-jiang
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Abstract: This paper, by analyzing the basic principles of AES algorithm, integrating AES-128, AES-192, AES-256 into
a single design, which effectively uses the public modules and greatly reduces the chip’s area compared with a single im-
plementation of these modules respectively. In this paper, through the analysis of the current implementation of KEY in
AES algorithm, the author proposes a new circuit structure. And the result shows that the area of serial AES encryption
and decryption circuit is only 31 286, a maximum operating frequency is 66 MHz, which meets most data exchange rate

demands of the current wireless sensor networks.
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BHFH (keys) KEW AT . #2 B AES B, —
AL RN keys K BN 128bits(AES-128) , #l
BN keys TN 192bits( AES-192) , 48 4%
B keys KR 256bits( AES-256) 12 TE4RA1T R
G B SRR K keys g 7 205k B R 3
e, B A% AES-128 . AES-192 . AES-256
XEFAREIW key KBNS H T H#E, EH
0] DA B A 5 I A R A AR XS B key BY
F B SR AT B 0 0 2 5 T R
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BT AES B BRI 8, SAHRBEEA
M, BB ERMEREE, 5 TEH, REE, R
BRI TR A A TR 5 B, 2006 4
AES B LB &R A h B TR
zZ—.

AES B ¥ B 3O im % i3 2 & H SubBytes,
ShiftRows, MixColumns =/~ i, Key # I %
Mg E SR EH RotWord, SubWord, XorRcon =4
BEHRLH R AR B B 2% SCRR % L F2 H InvSubBytes,
InvShiftRows, InvMixColumns = />4 $h 20 g(2] . #&
AN AES INE MR ERENE 1.

B 1 A% A BASCN 128bits $dE , R4 fn 25 f
FRTR K key RIEAIR], 055/ % 09 BT 7% S 178
PR A & (Nr) A ], X5 AES-128 9 Nr &
10,AES-192 ) Nr & 12,AES-256 ) Nr & 14.

I input
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BOX) x4y A 128bic FEHTE SR WA S
BOX = % Jif 9 128bit $##. 8 —1> SBOX H{H 2
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PR
Yol 10001 11 17]b) [
by 111000 11 1[0 (@
2 111000 1 1]ib2] |2
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X3X; + X33

Y, = X3X2X0 + X3X0 + X2X0 + X1X0 + X2

+ X3;
Y; = X3XoX) + XaXo+ XX+ XX+ X5
+ X; + X33
XERTUEEA4ARZE LA RIS
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4 0 4 0 $2,¢
4 0 53,¢
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128bits B MixColumns I InvMixColumns BJ{E &8
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SubWord, XorRcon =AMEHRL AL, E 5 Fias. Rot-
Word 27 key BN ¥ 1 4 word I
dbytes BB HATIEA ZERE—AL. W [ by, b1, by, b3 ]
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EHFTIEIH A B —47. SubWord 7E key BI N T
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word H1 ] dbytes 8 4 Al AT X R INV-S-BOX
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MRBERS B
X FA8 A key MK BEAR], BT 55 B 00 2 g
BRI R % R WA AES-128 1 AES-192
B key 45 B FE LAY B R L R AN 5 Bw, (B
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K14 AES-256 -
Ko
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TEXT B SO AT N2 i FR o, key B DN 1 2
AT LA BR BA SR I 55 5 A2 [R] 25, {HR 7 X 2% U i 2
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AES-192 ) round12 ¥ key ,AES-256 9 round14 A9
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BA DI EEN T PR key BE, SRS
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BRI A 2 RO B B, B A2 3% — &2 B [B) 3R 7 A& AH B
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B E, P& % Rotword .SubWord . Reon =M B i) i}
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BEERBEHAERE, R P RANTEN 5
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Sub
Word

FEL R SR [ 6 13 HH Y P B 45 4

—— }
ANET=H

]
input ‘,

LOWPOWER
DESIGN

[

HOZ

B 7 AES128,AES-192,AES-256 1 M key INTE AR & FB B

4 ER{T AES B mE e E A

K 8 B TRAB1T AES B NFFFENZ
RS, AR T IR — R key B AEBEER,
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LT B 50 B4 F A 58 B — IR 128bit BB ,



113

BB A TS AES-128.AES- 192 . AES 256 84T AES I s it 45

£ 66 4~ B 4 JE 0 58 B — K 128bit $U i % . &
AES256 HIIE 6L T & 64 4w 8p A B 58 L — |
128bit B MNEE , & 86 /A4 Bl HA 58 AL — K 128bit
BIERMRE .

CLK —~ CONTROL
CENTER
RESETN
— |- READY_OUT
LOAD_IN —~ KEY Expendition

Entity

ENCRYPT_TYPE —~ 128

|~ DATA_OUT

KEY_IN — Encryption&
Decryption
DATA_IN —~1 Eatity

B8 H{T AESTEHMEMETRESR

/128

L ShiftRo
M ws SubBytes Mixcolumns
Iput [UH & H & & ®
data~]X | |InvShift} [InvSubBytes| | InvMixcolumn Add
Rows Roundkey
) A 1256 /128
L M H M
/256 Key
Iﬁg;’f, g . scheduled R g
/f__ ] Control
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B9 HBITAESEHNERTABBHREHE
$# Fr.0 (control center) & H1 — MR AHLIK 5
BB 7 B 2 o R A . ORISR ZS
A EEAE 10 Fiw.

B 10 #EHBCREIRETER

5 EBRETAELEE:
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(SMIC)0. 18pm KL Z T Xt LA L8 54T AES #4F
InERmEREATEANE, BANERINES B
R, BRI R HERE AR 6 FR.

%5 FGHEBEAHHEER

SRSy IS Aat/%
hiftRows/InvShiftRowsS-BOX/
ShiftRows/InvShiftRo 8348 26.69
INV-5BOX
MixColumns/InvMixColumns 3792 12.12
Key Scheduled 4 311 13.78
Control Center + registers 13 518 43.20
Others 1317 4.21
Total 31 286 100
F6 HBIT AES HEEIERE
AES-128 AES-192 AES-256
T fess
BEELR BdEAE  KiEmE
191(Mb/s) / 169(Mb/s)/  132(Mb/s)/
66MHz
156(Mb/s) 128(Mb/s) 98(Mb/s)
6 LRIE

ARSI T AES Bk EA R, S E %P
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A0k B AT AES ZHR A BRI L H key P24
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ZH AR H AT SRR BT R AR O L B T
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RITCERIGIRME T HRAEEENB L. &t p
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Ware T EL 78 5 75 [ BR (smic) 0. 18um B T F 45
A BRR AR N31 2860, B TAEME R
66MHz, %t 128bit #(HEFE key BUJE 2 128bits I
B IR E R 191 (Mb/s) /156(Mb/s) , 7E key I
KEEN 192bits % Fff 5 W E N 169 (Mb/s) /
128(Mb/s) , 7E key B BE Ry 256bits 1% Fl % 25 19
HRHy 132(Mb/s) /98 (Mb/s), ] LA & B Bl # K
BB AL R £ BB ST R B T K
(T4% 50 /)
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